INTRODUCTION
Writing and researching about the permanence of digital documents is a quizzical, self-referential activity. I set out to uncover approaches to the problems facing the longevity of authentic legal information. How did I do this? Primarily, I accessed and read electronic documents. My exercise here might very well suffer the same issues raised in the information science and legal literature. Faulty, inconsistent, and potentially inauthentic electronic databases may unduly -however subtly -shade my analysis. For what I'm doing here -a student's attempt to add to an academic discourse -I'm pretty unconcerned.
The subject of my focus, however, is an entirely different matter. The law has consequences large and small. Legal information, whether in the form of publications or records, impacts our lives in concrete ways. Criminal codes convict. Election rules elect.
Construction standards keep roofs from falling in. The law is important. Further, although "the law" is a complex political, social, and interpersonal construct, it is ultimately expressed through words.
Digital files distributed through the internet present problems to information generally, and to the law specifically. If we take a skeptical view -as I think we should - how do I know that words I read are the words that were written? This paper is a meditation on that question and search for an answer.
Part I describes the issues of authenticity as they're discussed in the Englishlanguage library and information science literature. Finally, Part II describes the importance of authenticity to the law. Part III describes the potential dangers if we fail to adequately address preserving authentic legal information. At each step along the way, we'll see the need for libraries and archives to take an active role in the creation of documents and foster a trustworthy informational environment.
PART I -INFORMATION THEORY AND DIGITAL OBJECTS
A. DIGITAL CONVERGENCE Libraries provide access to materials. Archives safeguard materials. Museums display materials. Digital technology blurs those traditional roles. As Paul Marty notes, "the topic of the "digital convergence" of libraries, archives, and museums has a lengthy history." 2 "Lengthy," however, only in the context of internet-based distribution of digital materials. Compared to the history of the written word -but a speck in time.
As digital technologies unfold, much of the information literature seeks to translate tried and true theory onto these radically new materials -and rightly so. There's no need to throw everything out the window. But we see traditional roles eroding.
Suddenly (in historical terms), traditional roles of access, preservation, and display are interwoven. As I ponder preserving digital materials, I -like many information scholars -soon find myself pressured under the weight of historicity. A large body of scholarship exists concerning the issues of preserving information.
Marc Truitt provides welcome relief when he suggests that,
[p]erhaps we're thinking too big when we speak of "forever." Maybe we need to begin by conceptualizing and implementing on a more manageable scale. Or, to adopt a phrase that seemed to become the informal mantra of both this year's PASIG and the immediately preceding iPres meeting, "To get to forever you have to get to five years first."
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Concentrating on attainable goals does indeed make the task seem easier. And perhaps that's a key to success -putting together a string of smaller attainable steps. If we concentrate too hard on the big, "forever" questions too hard we might miss something.
Authenticity of information is something we can't afford to miss. As I discuss below, authenticity is particularly important for legal information. "The user faces a lot of claims of authenticity from people with many different interests, not all of them public With non-digital forms of records, continuous custody has been considered sufficient grounds for asserting their authenticity.
[…] Authenticity is particularly at risk when records are transmitted across space (that is, when they are sent between persons, systems, or applications) or time (that is, when they are stored offline, or when the hardware or software used to process, communicate, or maintain them is upgraded or replaced). Therefore, in the case of records maintained in electronic systems, the traditional presumption of authenticity must be supported by evidence that a record is what it claims to be and has not been inappropriately modified or corrupted. For the most part, if a printed document is in some way altered after its publication, other than the production of another edition or impression, it can be detected. One of the greatest challenges in preserving access to electronic publications is the transitory nature of networked information: the here today and easily changed or gone later today aspect. This inherent instability presents challenges of various kinds: instability of location or address, the ease with which information can simply disappear, and establishment and verification of "officialness" which exists alongside the actual authenticity or integrity of the digital object. Organizational stability is vital because digital preservation is an ongoing, active process.
A conservator of digital objects that can't "keep the lights on" jeopardizes the collection.
Furthermore, stable organizational structure gives confidence that controls are in place to minimize tinkering with archival tools.
MacNeil further expores this reliance on social structure for authenticity, by drawing an example from evidence law. As she explains:
[T]he notion of an authentic record in evidence law (in the sense of a trustworthy statement of facts), like the notion of an authentic art work or literary text, is shaped to a considerable degree within a specific social and institutional framework; its authenticity does not inhere in the record itself but is actively constructed in accordance with the theoretical and methodological assumptions operative within that framework.
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Evidence law, generally, relies on the framework of an adversarial legal process.
Through that process, litigants develop authenticity through testimonial assertion. The judge and fact finder draw conclusions about authenticity informed by the litigants' framing of the evidence. These conclusions exist in a social framework -both the microcosm of the litigation itself and the community at large. Similarly, as we evaluate the digital objects in a repository, we must place the archive in a social framework to evaluate authenticity of the items collected.
Developing a model for that social framework must be principled precisely because digital objects are unstable. Like any other, money plays a role in the social framework for the preservation for digital materials. As Richard Johnson observes, Digital materials must be the object of appropriate preservation. Preservation activities require the development of standards and best practices as well as models for sustainable funding to guarantee long term commitment to these materials.
C. LIBRARIANS AND ARCHIVISTS EFFECT DIGITAL OBJECTS
Librarians strive for impartiality and fairness. Consider one of S. R. The notion of one centralized and easily located source of legal and government information is seductive. Simplifying the process of finding the text of the law and legal materials would certainly give us a sense of satisfaction with legal research. That task, however, presents authenticity problems. The bibliographic universe of the legal materials is immense. Even if we limit ourselves to primary materials, the task of compiling them and making them uniformly accessible is daunting. Even so, some feel that they are up to the task.
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Although a centralized archive would seem to solve problems of authenticity, it creates a single point of failure. If part of the archive fails, becomes corrupted, or lacks desirable systemic elements, then those errors effect the whole information landscape.
The internet makes it easy to propagate errors and unreliable information. However, a distributed network of trusted sources creates a systems of checks-and-balances and creates confidence in the authenticity of information.
A. THE WORD OF THE LAW
Claire Germain gets right to the heart of the importance of authenticity in the law when she observes:
"Because in every country of the world, in an environment where online sources have replaced official print legal information, citizens need to trust the 'official word of the law' in the same way that they trust print information.
Since the digital medium is vulnerable to errors in management and control, corruption, and tampering, it is of utmost importance to make the digital information both official and authentic."
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In a way, she appeals broadly to textualism. When analyzing a statute, the textualist would argue that we ought to strictly adhere to the plain meaning of the text of the statute. Going beyond that (so the argument goes) invites us to color our interpretation with ideas that weren't promulgated by the legislature. But in either event -whether we agree or disagree with the textualist -intellectual honesty requires us to construct our analysis on some text. We might consult legislative histories. We might consult agency materials. We might consult news reports -or any number of texts that we could consider legal information. Whatever the source, we must trust those written words we consult. As to authenticity, Barger makes the argument that courts are under a special duty to scrutinize the reliability and authenticity of sources they consult. She notes:
It is one thing for law review articles to rely too heavily on questionable sources. It is quite another for courts to do so. The case law handed down by appellate courts, for the published opinions at least, is the primary authority that others will rely upon tomorrow. Even dicta and nonmajority opinions can provide the inspiration for someone's good faith argument to change the law at a later date. Case law authority is built on the foundations laid down by judicial authors. Those foundations deserve to be solid and visible to those who will later learn from and add to that body of law.
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Thus, the vagaries of information as it appears on the internet get incorporated into the law. Moreover, the information is not necessarily static. As Barger further observes, a website's content could change or move. The URL that a court cites to could change.
" [O] ne could argue that the reader of the opinion, using her own research skills, simply ought to conduct a little Internet research to find the misplaced site. Perhaps, but that argument ignores the basic function of a citation-to permit readers to easily locate the precise source referenced by an author."
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To their credit, the federal judiciary has begun to address issues of permanence when consulting digital materials, validating Barger's position. The Judicial Conference has issued a series of "suggested practices" to assist courts in the use of Internet materials in opinions.
The guidelines suggest that, if a webpage is cited, chambers staff preserve the citation by downloading a copy of the site's page and filing it as an attachment to the judicial opinion in the Judiciary's Case Management/Electronic Case Files System. The attachment, like the opinion, would be retrievable on a non-fee basis through the Public Access to Court Electronic Records system. The fact that multiple physical copies have been distributed through the FDLP provides a check on the government. One could argue that this redundancy check is only a sideeffect of the program -not inherent to its original mission.
There are potentially many technological ways to accomplish this redundancy.
When discussing the usefulness of mirror sites to increase access and authenticity, Claire
Germain notes that "there is much interest and usefulness in having a "neutral" site, such as a library Web site, which will insure the integrity of the database of information in the same way that libraries have insured access to official versions of governmental texts in the print world with the various editions of state and federal codes and volumes of court decisions that cannot be tampered with."
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The ease of replicating digital files makes it feasible-although certainly not cost-free-for many "neutral" sites to provide redundancy. The models of digital preservation would thus have the weight of legislative mandate.
The problems associated with preservation at the agency level would be solved by a centralized publisher that would assume the responsibility for permanent public access.
I would argue, however, that this centralization is equally problematic. By centralizing the archive, we create a single source of failure -a single source of corruption. As discussed above, the authenticity of the information in the archive derives greatly from the trust the institution garners in the social framework. For the law, those in government might well be swayed by political incentive to do damage to the record of legal information. As Jacobs describes:
"Failure" in a single-source information culture includes technological failure, accidents, intentional altering or destruction or removal of information, changing budget priorities that are unable to keep up with a rapidly growing amount of information, changing political priorities, and other unforeseen technical, economic, social, and political problems.
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Although a centralized source would certainly be convenient and very likely trustworthy, it can't be the whole story of a solution.
We can also glean conclusions from scholarly publications. Legal scholarship, after all, certainly plays a role in the world of legal information. As I've noted above, the 40 [a]lthough scholars are concerned about the continuing availability of electronic journal and other forms of scholarship, it is likely that they themselves will be less interested in the preservation issues raised by a burgeoning electronic grey literature than they have been in making use of electronic publishing and networked communications for disseminating and publicizing their works in both formal and informal forms." 42 Accelerating the publication process through digital means and relying on centralized sources for distribution has the unintended consequence of hampering authentic materials appearing the archives. Again, it is the social framework of the scholar-with pressures to publish widely-that most influences the preservation of authentic information.
Moreover, as we continue automating the process of digital preservation, we must be ever more vigilant in maintaining the underlying social frameworks that inform the documents gives a sense that we are being more thorough and accurate in our retrieval.
But we should not conflate access with understanding. As Germain notes:
The reliance on Internet search engines leads to the loss of a lot of sophisticated indexing tools, such as subject and digest keyword indexing, the elaborate system created by West since the end of the 19 th century. The Internet makes legal information much more accessible to the public. But, it is not clear that the greater accessibility makes the law more understandable because it may lack a context. People can misinterpret the text of the law, unless there are disclaimers.
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By providing a context with indexing tools and linking ideas in the law by subject, we increase understanding.
Those indexing tools, whether created by publishers or bibliographers, should be maintained. The AALL calls for the government to maintain them. In their state-by-state report they declare that "AALL believes strongly that, in the online environment, the government is responsible for creating useful finding tools to locate electronic government information; for ensuring its authenticity when the decision is made to no longer produce the information in an official tangible version; and for ensuring that valuable electronic government information will be not only retained and preserved, but will also remain available for permanent public access." 45 Matthews, supra note 37 at 8.
CONCLUSION
The Library and Information Science scholarly literature continues to struggle with applying long-held theories of permanence and authenticity to digital materials.
Technological approaches to preservation exist in an overarching social framework.
Standards and models for preservation must account for the potential pressures and instability presented in the social framework. For legal information, political posturing and institutional apathy can undermine preservation efforts. Libraries and archives should play a role as neutral preservers of authentic information. The ephemeral nature of digital objects, however, requires information professionals to play an active role in the creation process because preservation issues arise the moment a digital object is created. The rule of law and democratic notions of fairness require permanent access authentic legal information.
